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UC Full Service Product Development 6 Outcomes

Programme Board Dashboard: 19 July 2018 Rating PreviousCurrent

Programme Summary

Critical / Key Milestones - Next 6 Months

External Affairs, Strategic Design and Planning RAG Forecast 

Public Accounts Committee 09/07/18

Delivery of Decision Making and Appeals (DMA) for sustaining scalability complete 29/08/18

Delivery of Fraud, Error & Debt for sustaining scaling complete 29/08/18

Improved Corporate Appointee Process in place 30/08/18

Welsh Language Stocktake 26/09/18

End to End Review of Universal Support to help shape future delivery of US, internally, and by LAs 

and Partners
28/09/18

Enrolment of Landlords onto Trusted Partner Portal complete for May to December (90% coverage) 31/12/18

Welsh Language on-line capability in place 31/12/18

UC Core Product Development 

Enable claimants for advances online 04/07/18

Reduce incidents caused by housing effective dates 26/09/18

Migrate to the strategic Appointment Booking supplier 31/10/18

Judicial Review - Kinship care exemption from 2 child policy 31/10/18

UCFS is General Data Protection Regulation (GDPR) compliant 14/11/18

Support Test of Managed Migration 19/12/18

Test Prove Your ID (PYID) as alternate to gov.verify (TBC) 19/12/18

Revert 18-21 Housing policy 19/12/18

UC and Working Age Product Development

Private Beta for Third Party Referral and Payment Service (TRaPS) MVP (Make & receive referrals & 

receive first outcomes) commences in Halifax 
31/08/18

Complex Cases on Prove You Can Apply (PYCA) Private Beta starts 03/09/18

Public Beta for Third Party Referral and Payment Service (TRaPS)  MVP (Make & receive referrals & 

receive first outcomes) commences
31/10/18

Prove You Can Apply (PYCA)  Improvements Delivered (Non-EEA nationals fast track cases to WCs) 19/12/18

Prove You Can Apply (PYCA)  Improvements Delivered (UK nationals fast track cases to WCs) 19/12/18

Public Beta for Third Party Referral and Payment Service (TRaPS)  MVP (Make & receive referrals & 

receive first outcomes) completed
31/12/18

Implementation and Delivery

Forecast number of Live Service transfers cleared by the start of July 2017 02/07/18

Forecast number of Live Service  transfers cleared by the start of August 2018 06/08/18

Forecast Telephony National Rollout complete 22/08/18

Forecast number of Live Service  transfers cleared by the start of September 2018 03/09/18

Forecast number of Live Service  transfers cleared by the start of October 2018 01/10/18

Forecast number of Live Service  transfers cleared by the start of November 2018 05/11/18

Forecast number of Live Service  transfers cleared by the start of December 2018 03/12/18

Transition Phase 6 complete 12/12/18

Managed Migration

Managed Migration Social Security Advisory Committee Meeting 20/06/18

Locations of Initial Beta JCs & SCs Selected 31/07/18

Delivery Approach, Strategic rollout, High Level Org Design and MM IOM Agreed at PB 20/09/18

Progress update of Managed Migration Technical Build at Programme Board 20/09/18

Managed Migration Service Design & Build Ready to enter initial Beta Testing 31/12/18

Managed Migration Regulations come into force 14/01/19

Managed Migration Beta start 14/01/19

The overall Programme status remains AMBER.  

Universal Credit Full Service (UCFS) Highlights:    

Transition Phase 6 implementation remains on track with 61 sites successfully rolled out as planned in June. Most recent implementation sites include Thornaby, Billingham, Stockton, Goole, Bridlington, Beverley, 

Hessle, Rotherham, Maltby, Dinnington, Loughborough,  Coventry Cofa Court,  Derby City, Staveley and Spalding all going live on 11 July with a further 10 sites on schedule to go live on 18 July. The total number of 

live UC Full Service sites is now 389, amounting to over 60% of the Jobcentre national network. National rollout of integrated telephony, covering 218 teams over a 8 week period, commenced on 11 June and remains 

on track to complete in August. The bulk of sites are due to be fully deployed by the end of July with over 80% already live. A joint Programme and Operational Live Service Closure/Decommissioning plan is now in 

place with progress being closely monitored through the Live Service Exit Steering Group to ensure a safe and secure exit from Live Service and to complete Live Service Transfers by the end of March 2019. To date 

89 sites (103,641 cases against a profile of 103,064) have completed their transfers. 

The Programme is currently conducting a trial of weekly Full Service functional releases. The aim of the trial is to look at the viability of providing agents with smaller, more manageable releases and allowing  product 

development teams to introduce improvements to the service more quickly. Latest releases deployed include: A number of improvements to the claimant statement explaining more clearly types of earnings and how 

they affect UC payments – helping to reduce phone call queries from claimants and making it easier for agents to understand and explain to claimants; Introduction of Advances on line – Claimants will be able to apply 

for new claims and benefit transfer advances via their online account; A number of improvements to the Check Medical Evidence to-do - simplifying the process for agents and reducing errors and incidents and 

improvements to the reminders sent to claimants who have started but not yet completed their Universal Credit application, to help improve understanding and reduce delays. In addition to the usual performance and 

technical fixes an additional 50 new social sector landlords have been added to the Trusted Partner/Landlord Portal. There are now 265 Landlords using the Portal. 

Managed Migration 

The Transitional Protection Regulations package, which addresses concerns regarding Severe Disability Premium (SDP) claimants, has been agreed with Ministers and Treasury. Formal consultation with the Social 

Security Advisory Council (SSAC) commenced on 25 June. The formal SSAC response is scheduled for late September ahead of a formal debate in both houses. Work continues to develop the delivery approach and 

detailed organisational design with plans in place for approvals through senior governance ahead of updating September’s Programme Board on progress. Agreement has been reached with Operational Directors on 

the sites to be used for initial Beta testing which we anticipate being ratified through Programme governance by the end of July. 

Programme Updates

The Full Business Case (FBC) and funding approval through to July 2019 are now in place. The Programme continues to work closely with Treasury and IPA colleagues in preparing responses to MPRG questions 

raised through the review of the FBC, including setting out plans to clearly demonstrate how benefits related to Labour Market and Fraud and Error will be delivered. The Programme will update the July Programme 

Board on progress. On 15 June 2018, the National Audit Office published a report into Universal Credit, called “Rolling Out Universal Credit”. The report received coverage across the media but press office took a 

robust approach in responding to the coverage. Minister for Employment and Neil Couling appeared before the Work and Pension Select Committee (WPSC) 27th June to talk about Universal Credit, Sanctions and 

Universal Support which received very little media coverage, the WPSC have now taken additional external evidence and are now extending their enquiry into UC and disability. Finally on 9 July the Permanent 

Secretary and Neil Couling attended the Public Accounts Committee on the back of the NAO report, this session, whilst challenging, did not venture outside the area expected and generally went well.

Programme Level Milestones RAG

Enable claimants for advances online Phase 6

Reduce incidents caused by housing effective dates Phase 6

Migrate to the strategic Appointment Booking supplier Phase 6

UCFS is General Data Protection Regulation (GDPR) Compliant Phase 6

Notify CIS of agent access to record Phase 6

Test Prove Your ID as alternate to GOV.UK Verify Phase 6

Support test of managed migration Phase 6

Revert 18-21 Housing policy Phase 6

Kinship care exemption from 2 child policy Phase 6
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31/07 

Closure of Live 

Service & 

Decommission

of Systems 

Complete

Jan 19 – Mar 2023

Managed Migration – Beta testing and Rollout 

UC Programme E2E Critical Path
Official - Sensitive

Phase 6

02/05 – 12/12

V0.247

31/05

UC Live Service Transfer 

Cat B Sites Complete

31/12
Welsh Language 

on-line capability in 
place

05/12
DfC – UC 

Transition (Northern 
Ireland) Complete

14/01
Managed Migration 
Regulations come 

into Force

06/08
Forecast number of LS 

transfers cleared by start 
of August 

26/04-19/12

PD P6

15/06
NAO Report

03/04
End of Transition 

IOM/TOM V6

31/07
Decommission of 

Agent 
Portal, Evidence,
BPM, & parts of 

PMX

Jan 20

Managed 

Migration Go-

live Approval

14/06
Managed Migration 
Progress Update

29/08
Delivery of Fraud, 
Error & Debt for 

Sustaining Scalability 
complete

31/08
UC MI Operations 

Dashboard 
Credentials Based 

Secure Log-in 
Established

25/04
Phase 5a (Apr) 

Complete

31/07
Managed Migration 

Initial Beta sites 
agreed

31/12
Managed Migration 

Design & Build Ready 
to enter initial Beta

01/06
TAP

Mid Sept – May
NAO Fieldwork, FBC Study, 
Analysis and Reporting

27/09-25/04

PD P5

Jun 20
tbc

Scottish 
Flex Spare 

Room 
Subsidy 

Functionality 
go-live

26/09
Phase 6 

(Sep) 
Complete

25/07
Phase 6 

(Jul) 
Complete

30/05
Phase 6 

(May) 
Complete

27/06
Phase 6 

(Jun) 
Complete

11/04
Transition to UC 

Housing Payments 
complete 

28/11
Phase 6 

(Nov) 
Complete

24/10
Phase 6 

(Oct) 
Complete

20/06
Managed Migration 

SSAC Meeting

25/04
P6 Go-live Approval

11/04
Temp Accommodation 

Measure

Feb 19
Gateway closed to 

new tax credit claims 
for more than 2 
children & from 

Pension Credit age 
customers 

25/04
Solution delivered for 
prioritised Passported 

Benefits

30/04
Developed outcome 

based indicator on UC 
Payment 
Accuracy

25/04

Surplus Earning

29/08
Delivery of Decision 

Making & Appeals for 
Sustaining Scalability

14/11

UCFS is GDPR 

Compliant

12/12
Transition 
Complete

19/12
Test PYID as 
alternate to 

gov.verify (TBC)

25/04
Passported Benefits 
HMRC Tax Platform 

Release – Help to Save 
Go Live

03/04
Passported Benefits DFE 

Release - Free School 
Meals/Pupil Premium Live

30/04
Telephony - transition 

phase evaluation/Inform 
National Expansion 

OET/PDE 

11/05
Service 

Performance 
Monitoring 

Dashboard (Beta)

Phase 5a

07/02 – 25/04

03/09 
Forecast number of LS 
transfers cleared by the 

start of Sept 2018

31/07
Decommission 

WSP

31/07
Decommission 

CAMlite (UC only)

11/06
Telephony - Start of 
National Rollout of 

Integrated Telephony

31/10 – 31/12 

Managed Migration Pre-Regulations Testing   

20/12 – 26/06

PD P7

27/06 – 24/06

PD P8

19/12
Support test of 

Managed Migration

Jan 19

Managed 

Migration Beta 

Go-live Approval

29/08
Phase 6 Stocktake

04/07
Enable claimants for 

advances online

31/10
Migrate to the 

strategic Appointment 
Booking supplier

Jul 2019
Commence 

Managed Migration 
TP Testing

Jul 2019
Managed 

Migration TP 
Calculation

03/09
Complex Cases on 
PYCA Private Beta 

starts

22/08
Integrated Telephony 

National Rollout 
complete

09/07
PAC

31/12
Public Beta for TRaPS 

MVP completed

20/09
Delivery 

Approach, Rollout, 
HL Org Design

31/10
Public Beta for 
TRaPS MVP 
commences

19/07
Benefits Realisation 

Update at PB

26/09
Reduce incidents 

caused by housing 
effective dates

19/12
Revert 18-21 

Housing policy

26/09
Welsh Language 

Stocktake

01/10 
Forecast number of LS  
transfers cleared by the 
start of  October 2018 

05/11
Forecast number of LS 
transfers cleared by the 
start of November 2018

03/12
Forecast number of LS 
transfers cleared by the 
start of December 2018

07/01
Forecast 

number of LS  
transfers 

cleared by the 
start of 

January 2019

04/02
Forecast 

number of LS  
transfers 

cleared by the 
start of 

February 2019

04/03
Forecast 

number of 
transfers 

cleared by the 
start of March 

2019

02/07
Forecast number of 

transfers cleared by the 
start of July 2017

Amber / Red

12

Managed Migration 

Amber  9

Cross Dependency 

between UC and 

Digital Group 

Transformations

Amber / Red

12

External 

Pressure 

Amber 8

People Capacity

28/09
SSAC Consultation 

Response

UCPB190718 – Paper 3
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Programme Overall Forecast 

Summary Funding Forward Look

2015/16 

Outturn £362m

Total Programme 

Spend £2,196m

2014/15 

Outturn £255m

2018/19

The Programme’s forecast has reduced by £17.9m. 

This includes the following adjustments: 

• £9.9m savings on Universal Support

• £9.4m reduced expenditure on Digital investment and support costs

• £2.7m additional marketing spend

• £1.6m additional costs for automation of Local Authorities processes for “HB transition to Universal 

Credit”

The Programme is holding net risks with a most likely value of £79m.  

2019/20

The forecast shows a £14.2m reduction – this includes:

• £14.7m reduction in One Service costs

Full Service Verify Performance

2016/17 

Outturn £403m

2018/19 Range

Risks  £83.1m  

Opps (£4.3m)

Risk Details Expected Flight Path Causes & Consequences

Risk Owner: Richard d’Souza

P71 – External Pressure 

Delays in delivery of significant expected improvements 

create demands from external organisations to pause or 

slow the rollout of UC. Causes of these delays include: re-

prioritisation of the backlog reflecting changing priorities; 

scope change – for example from DWP Ministerial 

initiatives or wider Government demands e.g. SDP, EU 

Exit.

Risk Raised – Apr 18

Current Risk Rating – A12 (Impact 4/ Likelihood 3)

Target Risk Rating – AG4 (Impact 4/ Likelihood 1)

Target Date – Summer 2020

Causes

1) The programme has identified scope changes/ improvements (Welsh Language, passported 

benefits, 18-24 Housing) but is unable to deliver them quickly enough to satisfy stakeholders.

2) Pressure from external sources to deliver changes or fill gaps to the current UCFS design.

3) DWP and other cross government changes to policy including SDP, EU Exit may result in 

unplanned design changes.

4) Outcomes of judicial reviews

Consequences

a) We may not complete Transition by December 18 as planned.

b) We may continue to add new features to the UCFS Backlog and need to keep the Product 

Development team  in place longer than expected.

c) We may not deliver the operational efficiencies in Phase 6 as planned.

d) We may have to delay the start of Managed Migration at scale.

e) We may not realise all of the benefits and savings agreed in the Full Business Case.

f) We may suffer significant reputational damage and continued serious stakeholder concern.

• Milestones/ Mitigation Delivered;

 Written Ministerial Statement notifying revised UCFS Rollout incorporating request from Welsh Assembly – 22/03/18

 Passported Benefits DFE Platform Release - Free School Meals/Pupil Premium Live – 03/04/18

 Passported Benefits HMRC Tax Platform Release – Help to Save Live – 25/04/18

• Planned Milestones/ Mitigation;

 Governance of all external change requests are managed through the Change Impacting Group & Senior Impacting 

Group – ongoing

 Continued communications with key stakeholders - ongoing

 Passported Benefits MOJ Platform Release Legal Aid Live – mid Oct 18

 Welsh Language feature 

 Confirmation of EU Exit Policy – Nov 18 

 Complete UCFS Transition – 12/12/18

 Managed Migration Regulations come into force (Including SDP Policy) – 14/01/19

 Strategic APA to SRS Landlords feature – Jun 19

 Apr 19 – We expect this risk to reduce to Amber 8 (Impact 4, Likelihood 2) –

Once we have completed UCFS rollout to all Jobcentres and delivered 

sufficient efficiencies to UCFS 

 Summer 2020 – We expect this risk to reduce to Amber Green 4 (Impact 4, 

Likelihood 1) – Once have commenced Managed Migration at scale, moved 

all JSA Income based cases across to UCFS and commenced movement of 

all other legacy benefit claim at scale.

Risk 

Reduced

Risk 

Mitigated

Risk Details Expected Flight Path Causes & Consequences

Risk Owner: Paul Francis

P64 - Cross-dependency between UC and Digital Group 

transformations

We may not be able to successfully deliver UC as planned and/or 

achieve the required business case outcomes due the interoperability of 

the Digital service with the wider infrastructure and our dependencies on, 

and consequential impact of, wider Digital Group transformation.

Risk Raised – Sep 17 

Current Risk Rating – A9 (Impact 3/ Likelihood 3)

Target Risk Rating – A6 (Impact 3/ Likelihood 2)

Target Date – Jan 19 

Causes;

1) UC Programme and Digital group strategic plans do not align

2) Migration to Crown Hosting delayed and or unsuccessful

3) The interoperability of the Digital service with the wider infrastructure 

4) Unable to build sufficient People Capability in Digital Group to support UC

Consequences:

a) Business cases outcomes not achieved

b) Disruption to service delivery i.e. slow running or loss of UCFS to claimants & agents

c) Reputational damage to UC/Department

• Milestones/ Mitigation Delivered;

 CPS - HP Applications Development (AD) now transitioned to DWP – Oct 17

 FRAIMS, CIS and DMS successfully migrated to Crown Hosting – Nov 17

 UCFS Agent traffic routed via SCEBS - 02/12/17

 UCFS has been successfully tested within NFRs to end Jun 18 (predicted load plus 20% contingency). NFR 

Performance Confirmed for predicted caseload for August 18 - 28/02/18

 Performance Monitoring Dashboard (Beta) – 11/05/18

• Planned Milestones/ Mitigation;

 Regular reporting to PDE of outages and performance in place – ongoing

 Evidence of a plan to build sufficient People Capability in Digital Group to support UC - ongoing

 Strategic Solution for E2E Performance Monitoring – Early 2019 

 Delivery of integration with SDX – by Feb 19

 Delivery of ISL remediation – by Feb 19

 Improved infrastructure with HMRC covered through:

 Ongoing RTE performance improvements

 GCII (RTE replacement programme) – early 2019

 Potential NTC, NIRS & ChB integrations in P6 and P7

 Improved user performance delivered through:

 Desktop Transformation – in Beta

 Citrix enhancements – date TBC

 Jan 19 - We expect this risk to be mitigated down to its target rating of Amber 6 

(Impact 3, Likelihood 2) – Once we are confident of the plan to build sufficient 

People Capacity within Digital Group to support UC, effective E2E performance 

monitoring capability is in place and any disruption to Service Delivery is minimal 

and within agreed tolerance.

Risk Details Expected Flight Path Causes & Consequences

Risk Owner: Will Moss

P70 – Managed Migration 

The programme may be unable to successfully deliver Managed 

Migration as planned by March 2023 without the ability to fully test and 

evaluate the process including the calculation of Transitional Protection 

and the ability to erode Transitional Protection entitlement as part of a 

claimants UCFS award.

Risk Raised – Jan 18

Current Risk Rating – AR12 (Impact 4/ Likelihood 3)

Target Risk Rating – AG4 (Impact 4/ Likelihood 1)

Target Date – Jan 20 (TBC – once further planning and testing is done)

Causes;

1) The scale and speed of the Managed Migration delivery plan may be too ambitious.

2) The claimant data transferred from legacy systems to enable calculation of Transitional Protection 

may not be dependable/up-to-date.

3) The assumptions which drive the anticipated workload volumes and FTE allocations may be 

inaccurate. 

4) The Beta phase may be delayed if regulations are not laid in time to commence.

5) The Managed Migration process tested during Beta may result in negative external interest and 

reputational damage.

6) We may not be able to develop the functionality to deliver Transitional Protection erosion in enough 

time to commence testing it in the Beta phase.

7) The Beta phase may not provide sufficient evaluation of the Managed Migration process to enable 

delivery of Managed Migration at pace. 

8) There may be unexpected scope changes to the Managed Migration process which delay the 

current delivery plan.

Consequences;

a) The current Managed Migration plan may not be deliverable and we may not complete by March 

2023

b) Transitional Protection awards may be incorrect

c) Actual Workload Volumes may be significantly higher or lower than anticipated 

d) The benefits stated in the UC Business Case may not be realised resulting in excess cost and 

reduced savings

• Milestones/ Mitigation Delivered;

 Managed Migration Progress Update - UC Programme Board - 14/06/18

 Managed Migration SSAC Meeting – 20/06/18

• Planned Milestones/ Mitigation

 Managed Migration High Level Evaluation Framework Established – 31/08/18

 Managed Migration SSAC Consultation Response Received – 28/09/18

 Managed Migration Delivery Approach, Strategic Rollout, High Level Organisation Design & IOM Agreed at PB –

20/09/18

 Managed Migration Detailed Readiness Assessment Criteria Available for commencing initial Beta (non TP) 

Testing – 09/10/18

 Managed Migration Regulation Laid and Publish SSAC Response – 15/10/18

 Managed Migration People Preparation commences in initial Beta sites – 29/10/18

 HMRC UC IT Release 2A Delivery: Live Implementation Date (LID) – 14/12/18

 Managed Migration Regulations come into Force – 14/01/19

 Managed Migration Initial Testing (Non TP) Go Live – 14/01/19

 Ability to Erode TP as part of a UCFS award – Jul 19 

 Managed Migration Ends – 30/03/23

 Jan 19 – We expect this risk to reduce to Amber 8 (Impact 4, Likelihood 2) -

Once the Managed Migration regulations are laid and we commenced initial 

testing of the Managed Migration process.

 Jan 20 (TBC – once further planning and testing is done) – We expect this 

risk to reduce to its target rating of Amber Green (Impact 4, Likelihood 1) - Once 

we have fully tested and evaluated the Managed Migration process including the 

calculation of Transitional Protection and the ability to erode Transitional 

Protection entitlement as part of a claimants UCFS award and are confident we 

can complete Managed Migration by March 2023.

Risk 

Reduced

Risk 

Mitigated

Risk Details Expected Flight Path Causes & Consequences

Risk Owners: Janice Hartley/ JP Marks

P40 – People Capacity 

The UC Full Service in each Area Directorate within Operations does not 

have sufficient resource locally to enable the build of a service which;

- Completes Transition rollout by Dec 18;

- Creates alignments between new Jobcentres and builds sufficient 

Services Centre capability to keep pace with rollout;

- Creates realignments between Jobcentres and Service Centres to build 

an end to end service in each Area Directorate;

- Integrates telephony into Case Management through 2018, and 

maintains sufficient national telephony capacity to deal with any overflow.

Risk Raised – Jul 16

Current Risk Rating – A8 (Impact 4/ Likelihood 2)

Target Risk Rating – AG4 (Impact 4/ Likelihood 1)

Target Date – Oct 19

Causes;

1) The required number of staff can not be recruited to timescales

2) Staff cannot be recruited into the required locations 

3) We are unable to successfully integrate telephony into Case Management

4) The cost model/ volumetric may not be sufficiently robust 

5) Changes to delivery model (e.g. new free phone number for claimants) result in additional claimant 

contact

6) We do not reach the levels of operational efficiency expected to match the assumptions within the 

Digital Cost Model on resourcing e.g. levels of automation delivered in P6 fail to achieve efficiency 

assumptions, and integrated telephony does not improve UCFS.

Consequences;

a) UCFS doesn’t deliver the assumed transformational outcomes, increasing delivery and staffing 

costs and creating estate capacity issues

b) We are unable to realign Jobcentres and Service Centres within Area Directorates

c) We are unable to successfully complete Transition by Dec 18.

d) Integrated telephony does not support Case Management to drive down customer contact.

• Milestones/ Mitigation Delivered;

 OPP to provide ‘People capacity – agree 18/19 allocation – 28/02/18

 Live Service Resourcing Plan in place – 28/02/18

 The majority of future supply will come from existing DWP staff removing the need for recruitment

 PDE agreed resourcing position for 19/20 provided by OPP demonstrating how resourcing will grow to match the 

£42m contingency allocated to UC Operations

• Planned Milestones/ Mitigation;

 Delivering required resources against demand on trajectory – on track

 Sufficient LDO’s secured - ongoing

 Utilising current DWP staff and estate from other parts of the business to deliver UC - ongoing

 Forecast Volumes/ Assumptions Assurance activity & Monthly updates on Volumes/ Assumptions - ongoing

 Required estate secured – ongoing

 UCFS Transition Complete – Dec 18

 P6 Improvements deliver greater efficiency within UCFS – Dec 18

 Integrated telephony supports Case Management to drive down customer contact – ongoing

 Ministerial approval for recruitment obtained – Jul 18

 Oct 19 - We expect this risk to be mitigated down to its target rating of Amber 

Green 4 (Impact 4, Likelihood 1) – Once we successfully completed Transition, 

integrated telephony into Case Management, completed the alignment of all 

Jobcentres to Service Centres within each Area Directorate and delivered greater 

efficiency within UCFS.

Risk 

Mitigated

Next stats release 

17th July
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Risk 

Mitigated

Risk 

Mitigated

Risk 

Mitigated

2017/18 

Outturn £448m

• HMT approval of £1,024m was 

given to cover the period from 

January 2016 to the end of May 

2018.

• HMT have now given approval of 

a further £421m to cover the 

period from June 2018 to July 

2019

Funding excludes Youth Obligation 

which is funded separately

AME Expenditure

Risk 

Reduced

Risk 

Reduced

• The Verify success rate for w/c 25 June 2018 is 35.45% 

• This shows the number of claimants who successfully verified their identity with GOV.UK 

Verify and were able to match back to a UC account. 

No change to risk score 

since last month  
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2016/17 2017/18 2018/19 2019/20

£m £m £m £m

Forecast 

Requirement 
403 439 394 260

SR15 net of HMRC 

savings

401 447 365 233

Funding 

Programme 

Funded

External 

Funded
Total

Implementation & Delivery 18,859 215,418 234,276 235,927 1,650 246,368 12,091

UC Product Development / Digital Delivery 111,432 0 111,432 120,420 8,988 121,428 9,996

Managed Migration 14,275 13,724 27,999 28,059 59 28,627 627

External Affairs, LM Strategic Design and Planning 37,540 763 38,303 46,496 8,193 45,510 7,207

Rest of Programme 14,629 5,806 20,435 19,434 (1,001) 3,240 (17,196)

Financial Costs 0 0 0 0 0 (94) (94)

Total 196,734 235,712 432,446 450,335 17,890 445,078 12,632

Current Forecast
Prev 

Forecast
Variance Budget

Variance 

to Budget
Key

Costs increased / 

exceed budget

Costs decreased / 

under budget

Live Service MI Data 

12 12 12
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Official - Sensitive

Affordability

Benchmarks

Scaling – Progress Against Critical Outcomes

RisksSecurity Service is secure with appropriate accreditations and agents & claimants are assured this is the case

Fraud & Error We can identify and prevent Fraud & Error and manage risk 

effectively

• Percentage Claimants paid accurately

• Levels of MVFE

Service Stability End-to-end service is resilient, robust and can handle throughput with assured Business Continuity procedures in place

Measures
Trend Analysis

Jul '17 Aug '17 Sep '17 Oct '17 Nov ‘17 Dec ‘17 Jan ‘18 Feb ‘18 Mar ‘18 Apr ‘18 May ‘18 Jun ‘18

Claimant ID verified by day 10 87% 86% 86% 79% 85.2% 85.1% 81% 78% 79% 57% 57% 78%

Claimant commitment accepted by day 10 66% 68% 66% 61% 65.8% 65.2% 60% 53% 55% 64% 64% 55%

Claim evidence verified (including non-DM decisions) by 

day 20
70% 65% 64% 67% 66.5% 66.9% 73% 66% 75% 74% 65% 69%

Payment blocking To-Dos cleared by day 20 85% 81% 83% 80% 78.4% 77.9% 84% 78% 85% 86% 82% 84%

Decisions made by DM (where required) by day 25 65% 65% 66% 77% 70.2% 58.8% 40% 40% 64% 54% 83% 89%

Measures
Trend Analysis

Sep ‘17 Oct ‘17 Nov ‘17 Dec ‘17 Jan ‘18 Feb ‘18 Mar ‘18 Apr ‘18 May ‘18Jun ‘18 Jul ‘18 Aug ‘18Sep ‘18 Oct ’18 Nov ‘18 Dec ‘18

Scaling Accuracy - Customer output 

based derived from Tier 2 Payment 

Accuracy

Formal reporting 

available from Apr 18 

(Jan - Mar 18 is test data)

89% 92.4% 88% 90% 86%

Levels of Monetary Value of Fraud & 

Error (MVFE)

Formal MVFE checking for the UC Full Service will begin 

Autumn 2017 and will report late 2018 at the earliest

Affordability Service can be effectively delivered within agreed 

tolerance of funds 

• Unit Costs (forecast v actual) – post Autumn Budget 

Actual for May 2018 is £596 against target of £552

Unit Cost per Caseload (claims)

11/06/18 - 08/07/18
Service Hours Available

Service Hours Lost -

UCFS

Service Hours Lost –

DWP Network & Desktop
Total Service Hours Lost Service Hours Lost as %

1,674,277 49 0 49 0.00%
Mar-18 Apr-18 May-18 Jun-18 Jul-18 Aug-18 Sep-18 Oct-18 Nov-18 Dec-18 Jan-19 Feb-19 Mar-19

450,217 525,676 536,794 609,170 687,618 784,652 874,517 961,950 1,073,974 1,195,142 1,346,404 1,475,180 1,596,545

444,905 505,403 569,527 641,986

Caseload (claims) Volumes - FBC Plan

Actual Caseload (claims)

End to End 

Service 

Maturity

An effective and efficient end to end service characterised by:-

• Claimants being paid on time and who trust on line channels and can self-serve

• Support delivered to claimants with additional needs which are addressed and a tailored service 

delivered to claimants with complex needs

• % claimants paid on time in First 

Assessment Period – full and part 

payments

Security Risks

Technical security risks impact the confidentiality, integrity, availability or reputation of UCFS 

services or claimant data through weaknesses in architecture, technologies or supporting 

processes. 

Risk/Residual Risk Status

V/High High Medium Low V/Low Total

Reliance 0 8 4 4 0 16

In Scope 1 19 27 42 6 95

Total Open 1 27 31 46 6 111

The table summarises the 

numbers and levels of risk 

that have been identified 

and ratified through the 

UCFS Risk Assurance 

Controls (RAC) Forum.

Impacts include significant reputational damage through negative national press coverage and 

financial losses through incident/claimant recoveries, compensation and Information 

Commissioners Office monetary awards.

V/High Risk: Role Based Access Control (RBAC). Currently the service operates limited user 

controls to enforce the principle of least privileged access to data and functionality. This presents 

a risk that a user will use their access to amass claimants' personal data for personal or malicious 

reasons.

Treatment: Controls include: Education, security awareness & guidance (Agent Lead Processes) 

explaining ‘need to know’ principles. There are also basic Delivery Unit access controls. Features 

being scoped aim to restrict access, whilst facilitating legitimate reasons for accessing records 

outside of designated delivery units. Once the initial feature is implemented in this phase, further 

RBAC are on the backlog to be developed.
Caseload per Case Manager: mature sites average vs. national average

Technical Security Vulnerabilities

Technical security vulnerabilities are weaknesses in the infrastructure or application which could be 

exploited by internal staff, service partners or external threat actors. 

The table presents a 

summary of numbers and 

levels of known open 

vulnerabilities split between 

the Application and 

supporting Infrastructure

Technical Vulnerability Status

Critical High Medium Low Info Total

Infrastructure 8 12 25 40 17 102

UCFS Application 0 4 14 17 4 39

Total Ongoing 8 16 39 57 21 141

The key Critical and High vulnerabilities, individually, may not directly lead to a compromise of the 

UCFS service, but will allow an attacker to easily traverse the environment and extend their attack 

capability.  They include:

• Missing patches. Operating Systems, Software Utilities and Networking Equipment account for 

over 50% of Critical and High Vulnerabilities

• Architectural issues.  Poor segregation between Internet and Management zones, overly 

permissive firewall rules and unencrypted data flows (on back office services), poor password 

and security key management

• Third party open source software libraries contain publicly known vulnerabilities

• A lack of authentication between internal services allowing an attacker to extend their foothold 

on the service should a single component be compromised

Treatment: Of the 16 highs, the 4 application findings are remediated through features and these 

are on the backlog under MS tickets.  All Infrastructure Critical and Highs have been triaged and 

prioritised at the weekly vulnerability working group.

Security Management Position – Summary Concerns

• Currently identified and prioritised vulnerabilities are not being remediated in line with the DWP patch management and Public Service Network (PSN) Service Level Agreements (SLAs).  This 

places UCFS in breach of our PSN code of connection and leaves the service open to threat of compromise.  This position is mainly due to competing priorities on the service. 

• All remaining vulnerabilities are significantly overdue on patching SLAs.  To date, 84% Critical, 88% High, 81% Medium, 57% Low, have been closed.  A recent security drive has been 

responsible for the large increase in closures.  This needs repeating and run as a rolling process. This is a High risk on the UCFS register.

• Treatment: We are Reviewing organisational structure to ensure future vulnerability management activities are discharged in a timely manner via the vulnerability working group.

• The primary technical concern relates to the UCFS Development Network vulnerability and risk posture.  Architectural features including MacBooks that connect to the Development and Production 

Networks, allowing simultaneous connection to production and the Internet; coupled with a lack of enterprise security controls available for Apple Macs, presents unnecessary security challenges 

and risk.

• Treatment: This position is captured within numerous risks on the the risk register and managed through ongoing security management controls.  Longer term resolution is to migrate to the 

strategic DWP Digital Mobile Device Management solution

• The Secure Design Team have been working towards on-boarding all UCFS environments to the Departmental Strategic Secure Operations Centre (SOC), so that threat analytics and incident 

response capabilities can be consumed from the Cyber Resilience Centre (CRC).  We have been struggling with the on-boarding process; in the main this seems to stem from a lack of maturity of 

technologies and processes within the Strategic SOC. UCFS appears to be the early adopters supporting a learning curve.

• Treatment: UCFS Secure Design are working with SOC staff to develop understanding and capability; working to their plan and resolve logging issues 

This report is submitted for Programme Board awareness of the current UCFS security position


