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This document is in two parts with the first part
representing a summary of the views expressed during
the three month consultation period, from 7 May 2009 to
7 August 2009 on the paper “Keeping the Right People
on the DNA Database”. In addition to the overall
summary, a summary of individual responses by
respondent and by subject heading can be found on the
Home Office Police Powers webpage.

There were 503 formal responses to the consultation
paper of which some 402 were from individuals. In
addition, meetings were held with key national
stakeholders across the spectrum of policing, judiciary,
defence and human rights groups. A list of individuals
and organisations who responded to the consultation is
listed at Annex A. An email has been sent to those on the
list who provided an electronic address informing them
of the publication of this document.

Part 2 of this document sets out our proposals for
implementing the judgment of the European Court of
Human Rights in the case of S and Marper and for
improving the governance and accountability around
biometric data. This includes:

® Deletion of legacy samples and retention policy on
future samples

® Criteria of retention for profiles and fingerprints
from persons convicted and for those not convicted

Introduction

® Terrorism-related issues

® Pro-active approach for deletion of data which does
not meet the retention criteria

® Statutory appeals process

® Governance, monitoring, reporting and scrutiny
framework

® Rights and entitlement of the individual

® Research

® Future research programme

® Jegislation

® Operational implications & costs

¢ Equality Impact

® Timelines for implementation

Following completion of the consultation period and
consideration of the responses, the Government will be
taking forward implementation of its proposals in the

Policing and Crime Bill due to be introduced later this
year in the 5th Session of this Parliament.


http://police.homeoffice.gov.uk/operational-policing/powers-pace-codes/pace-code-intro
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Summary of Responses

This Summary reports on the content of responses and does seek to comment, correct or agree or

disagree with the views expressed.

Summaries of individual responses are available at:

http://police.homeoffice.gov.uk/operational-policing /powers-pace-codes /pace-code-intro/
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1.1

1.2

1.3

2.1

SAMPLES

Number of respondents: 61

There was strong support for the proposal to
destroy all samples. The majority of respondents
welcomed the destruction of legacy samples (i.e.
samples already retained) and future samples to
be retained only for the purposes of obtaining a
suitable profile and for such retention being up
to a maximum period of six months. The period
of six months was considered an ample period
for quality assurances purposes.

A number of respondents, primarily for policing
and prosecutorial organisations, expressed
caution at deletion of samples on the grounds
that it may compromise criminal proceedings.
This was because samples should be treated as
any other exhibit and be subject to destruction
only at the point of disposal of the investigation.
Others pointed out that an additional sample
could be taken from a defendant at court if
confirmation or upgrading of their profile is
needed for evidential purposes.

There was some concern that sample destruction
would impact on the future ability of police to
use the NDNAD to investigate certain unsolved
crimes. However when set against the retention
of genetic material from over 4.5m people, it was
considered that the proposed approach obtained
the right balance between human rights and
public protection.

RETENTION OF PROFILES

Arrested but not convicted or no further action
Number of respondents: 384

This topic generated most responses with the
significant majority opposed to any form of
retention of profiles and fingerprints for persons
arrested and against no further action was taken
or acquitted. Most of those opposed to any form
of retention considered that the ‘state’ should
not hold personal information on an individual
when they are innocent in the eyes of the law. It

2.2
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was entirely inappropriate that a person should
be treated the same as a person who had been
found guilty and it went against the principle of
‘innocent until proven guilty’.

Many respondents considered that it was
against the ECtHR judgment to retain profiles
of ‘innocent’ people and that the Government
would be failing to implement the judgment by
having such a selective interpretation of the S
and Marper judgment. A number indicated that
such a policy if implemented would leave any
future legislation open to future legal challenge
in both domestic courts and the European
Court of Human Rights. To some, it was seen
as an attempt by the Government to hold onto
personal data and comparisons were drawn
with approaches on identity cards, CCTV and

increasing use of surveillance tools.

There was recognition from a large volume

of respondents to the retention of profiles in
relation to serious violent and sexual offences.
That recognition identified the link between the
level of harm caused by such offences and the
need for public protection. Many people referred
to the system in use in Scotland and considered
that it provided a useful approach in retaining
the data of only those in this serious category of
offences. There were calls for greater clarification
on the list of offences that fall into this category
as the suggested list (contained in Schedule 1

to the Criminal Justice Act 2003) was currently
too wide and contained some relatively minor
offences.

There was support for a retention policy and
respondents supported the proposed retention
periods of 6 and 12 years, whilst others
suggested varying other periods from 3 years
to 14 years. A number recommended that there
should be a single retention period irrespective
of the offence involved. This was suggested
on grounds of simplicity, (police) operational
efficiency and the heterogeneity of offending;
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2.6

2.7

2.8

The suggestion was made both from
respondents who supported or where against
retention policy, that the decision to retain
profiles and fingerprints for those arrested and
not convicted or against whom no further action
was taken should be a matter for the court. It was
not appropriate for such an important decision
to be made by the police. Instead, the police
would have to justify retention on a case-by-case
basis against strict criteria relating to

the individual, the offence and propensity for
future offending,

Arrested and convicted

Number of respondents: 94

The overwhelming response was in support

of a retention policy for those convicted of

an offence. Many supported the indefinite
retention of data irrespective of the offence
for which the person had been convicted.
Whilst no proposals were contained in the
consultation paper to change the current policy,
a number of respondents considered that the
existing retention policy was not proportionate.
Suggestions were received on varying periods of
retention ranging from completion of sentence
to 40 years.

It was suggested that indefinite retention of the
DNA failed to take into account the seriousness
of the offence or the circumstances of the
offender. The period for DNA on minor
crimes or those subject to a warning, reprimand
or caution should either by nil or a period of

1 or 2 years.

It was also proposed that it should be a matter
for the courts to determine the period of
retention in cases where the conviction did not
involve violent or sexual offences. In those cases,
the retention period should be revised to provide
a proportionate retention period supported

by a suitable evidence base around the type of
offence and propensity for future offending.

2.9

2.10

2.11

Summary of Responses

Universal database

Number of respondents: 24

Responses in support of a universal database
indicated that such an approach would take
away concerns around guilt and innocence
and disproportionality. They also focused on
the rights of the victim and the need for the
individual to be afforded as much protection
from future offending,

Disproportionality (Ethnicity)
Number of respondents: 28

All respondents on this topic pointed to high
levels from the black and minority ethnic
populations, particularly young black males,

on the NDNAD. There was concern that

taking DNA on arrest for all recordable
offences impacts adversely on ethnic minority
communities. Respondents pointed to particular
sections of society being treated differently by
the criminal justice system and as a consequence,
being potentially denied the right to access
opportunities.

Vulnerable groups

Number of respondents: 5

Respondents pointed to people with disabilities
that affect their social interaction and behaviour
skills, being subject to arrest before their
disabilities and/or capacity to respond has been
identified or considered. Special consideration
should be considered for the deletion of data
for people arrested either under the Mental
Health Act or as a consequence of any mental
health condition.
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2.14

3.1

Young People
Number of respondents: 66

There was universal support for deletion of
records of all children under 10 years old

from the NDNAD and the commitment that
they would not appear on the database in the
future in relation to any volunteer profiles. In
relation to children over 10 years old, there was
confusion on the proposed retention policy for
young people and concern on the impact of
stigmatisation of a young person and their ability
to access future opportunities. A number of
respondents pointed to the need to adhere to the
UN Convention on the Rights of the Child.

Particular concern was expressed at the retention
policy for those over 10 and under 18 years

old who had been arrested but not convicted.
There were suggestions that data should only be
retained for the purposes of the investigation
only irrespective of the outcome and that

it would then be a matter for the court to
determine whether retention should be in place
on a case-by-case basis.

There were some calls for those convicted of an
offence to be on the same retention period as an
adult and for those not convicted to be retained
for periods of up to 10 years. The majority view
from those who responded on this was that
applying adult retention periods to children was
wholly inappropriate and that young people are
in need of support and protection to allow them
to develop their full potential.

FINGERPRINTS
Number of respondents: 27

The two main viewpoints were that fingerprints
and DNA should have the same regime and that
an individual should retain the right to witness
destruction. Removing the right to witness
destruction was seen by some as potentially
diminishing public confidence. There was

also recognition of the potential operational

3.2

4.1

4.2

4.3

implications of witnessing the legacy deletion.
Instead, it may be more appropriate to limit
witnessing of data to those cases deleted under
the exceptional case procedure.

Policing organisations pointed to the option

of a different retention period for fingerprints,
including indefinite retention. They pointed to
the acknowledgement of the ECtHR judgment
that fingerprints are not as sensitive personal
data as DNA samples or profiles and that they
are used for other purposes in policing.

EARLY DELETION OF PROFILES
Appeals process

Number of responses: 50

The proposals for reforming the existing
exceptional case procedures were welcomed in
principle. There was general dissatisfaction with
the current process which many thought was
arbitrary, lacking transparency and subject to too
much local discretion.

Placing the system on a statutory footing and
the criteria for consideration of application was
welcomed. More needed to be done to publicise
the appeals process to the individual, both at
the time of taking the biometric data and at

the conclusion either of the investigation or
prosecution process.

The requirement for annual reporting and
greater scrutiny of the appeals process was also
welcomed. A number of respondents felt that it
should not be a matter for the Chief Officer in
each force to be the final arbiter on the outcome
of applications. Any decision of the Chief
Officer should be subject to appeal to a court.
It was considered that judicial review was not an
approach which many people would choose to
follow and therefore, a suitable course of appeal
should be established to a lower court.



4.4

5.1

52

53

6.1

There was some recognition of the benefits
of an independent body but insufficient detail
was provided on how such a body would be
constituted.

Witnessing destruction

As discussed under Fingerprints at section 3,
there were calls to retain the ability to witness
fingerprints and for that to be applied to
biometric data more generally. There was also

a need identified on what process should be in
place at the end of a 6 year or 12 year retention
period by which a person is informed that there
data has been deleted.

GOVERNANCE
Number of respondents: 24

Proposals to extend the independent governance
of the NDNAD were welcome, subject to more

detailed information on the future arrangements
of the NDNAD Strategy Board.

Some respondents considered that the
governance structure should be independent
of the police; and that an independent body
should be established which reported direct to
Parliament and not to Ministers.

If the existing Board remains in place, it should
have more extensive outside representation and
the chair of the Board should be other than the

police.

SECURITY
Number of respondents: 46

Concern over the ability to maintain a secure
database and to ensure that access is strictly
limited to those who should have access.
Respondents pointed to data losses in other areas
as illustrative of the inability of government

and organisations to secure or manage large
databases effectively.

6.2

7.1

9.1

9.1

9.2

Summary of Responses

Some respondents pointed to the need for
sufficient safeguards to prevent access to

the database being extended in the future to
purposes other than for use in crime detection.
Pointing to public confidence in the database,
the Government needed to assure the public
that data on the database was secure and only
contained data which was necessary to protect
the public.

TAKING SAMPLES - ARREST
Number of respondents: 29

Suggestions were made that the current
threshold of taking biometric data is too low
and that the volume of recordable offences to
wide. This resulted in people being arrested
minor offences and, currently, their DNA being
retained indefinitely. Instead, data should only be
taken on arrest for specific offences if relevant
to the investigation and on charge in order

to conduct a speculative search. For children,
speculative searches should only be conducted
on the order of a coutt.

TERRORISM

Number of responses: 9

Need for explanation and clarification on what
is meant by terrorism-related offences and
evidence to support retention periods specific to
this category.

RESEARCH

Number of responses: 91

Whilst there was recognition at the intention to
identify an evidence base and acknowledgement
in the consultation paper itself of the status of
the material, there was significant criticism from
a range of respondents on the content of the
research and the impact assessment.

There were three key criticisms: the sample size
was too small; the linking of arrested and not
convicted and arrested and convicted but not
given a custodial sentence was considered flawed;
and the material presented had not been peer
reviewed. As a consequence, critics considered
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10.1

11

111

12

12.1

that the proposed retention periods were not
based on a solid evidence base and required
more detailed work to be carried out. Some
respondents indicated that scientific certainty
was required in order to determine a retention
policy, if any, for arrested and not convicted and
also for arrested and convicted.

VOLUNTEER SAMPLES
Number of respondents: 54

Significant support for the deletion of legacy
data from volunteers and future policy on
retention. Suggestions for volunteers to witness
destruction of data and proposals for improved
information to volunteer when consent is sought
to the taking of data.

TAKING SAMPLES ADDITIONAL
CATEGORIES

Number of respondents: 23

General support for the proposals to take data
and for the retrospective application in relation
to those convicted either in England and Wales
or in other jurisdiction. Need to ensure that a
conviction from an overseas jurisdiction would
complement the human rights requirements

in the UK. It was essential that each case was
considered on the individuals circumstances of
the conviction. Further consideration should be
given to the proposed retrospective application
of the provisions.

LEGISLATION

Number of respondents: 31

Most respondents on this topic favoured any
new measures to be introduced in primary
legislation. There was concern that legislation

in this area had been developed in a piecemeal
approach over time. It would be of some benefit
to bring those changes together with new
proposals.

12.2° The opportunity should also be taken to review
the existing list of recordable offences and
the list of offences under the Criminal Justice
Act 2003 which constitute violent and sexual
offences.
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WRITTEN MINISTERIAL STATEMENT NOVEMBER 2009
THE SECRETARY OF STATE FOR THE HOME DEPARTMENT (ALAN JOHNSON)

1.

I am announcing today proposals on a new retention framework for DNA and fingerprints to be introduced
though primary legislation as soon as Parliamentary time allows. I am also today publishing on the Home
Office website the responses to the consultation exercise on eatlier proposals published in May 2009, and a
review of the research carried out in this area.

www.homeoffice.cov.uk /documents /cons-2009-dna-database /|

Background

2.

The UK has been at the forefront of using DNA in the detection of crime for many years, and it has played
a key role in the conviction of numerous individuals for the most serious of crimes over the years; some
832 matches to the National DNA Database were made in cases of murder, manslaughter or rape in 2008 /9
alone. The Government is determined that DNA and fingerprints should continue to play a key role in
public protection and the prevention and detection of crime.

In December 2008 the European Court of Human Rights (ECtHR) judgment in the case of S and Marper
found that the blanket retention of DNA profiles and fingerprints indefinitely where there had been no
conviction represented a breach of Article 8 of the European Convention on Human Rights.

The Government undertook to give effect to the judgment and to amend domestic law accordingly. We
published proposals in May 2009 in a Consultation Paper “Keeping the Right People on the DINA Database” The
consultation period ended in August and some 500 responses, the majority from individuals, were received.
We have considered those responses carefully before bringing forward the proposals below.

The retention of biometric data remains a sensitive issue. Such data helps in the detection and conviction

of criminals and may also be used for identification purposes outside the criminal justice context. There is
less argument about the retention of biometric information in respect of those who have been convicted

of a criminal offence than there is in respect of those who have been arrested and had their DNA and
fingerprints taken but were not subsequently cautioned or convicted. Achieving the appropriate balance
between privacy and public protection, in a way which satisfies the ECtHR judgment, has been our objective.

Research

0.

Since the publication of the Consultation Paper we have sought to further the evidence base through
additional research. The research lends support to the public protection case for retaining the DNA of those
who have been arrested but not convicted of criminal offences. It suggests that we can go some way to
reduce the retention periods originally proposed without compromising public protection, indicating that the
chance of re-arrest, following an arrest with no further action, of individuals with no previous convictions
remains higher than the chance of arrest in the general population for 6 years following the initial arrest.
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Proposals

7.

DNA Samples — The ECtHR judgment highlighted the particular sensitivity of retaining DNA samples as
distinct from the profiles taken from them which are held on the National DNA Database (NDNAD).
Although not required by the judgment, we continue to believe that there is scope for destroying samples not
only of those arrested but not convicted and but also of those who have been convicted. We propose that
samples should not be retained beyond a 6 month maximum which is needed to ensure satisfactory loading
of the profile taken from the sample onto the NDNAD. We do, however, propose to bring forward a power
for the police to take a further sample should the defence of an accused person challenge the authenticity of
the results of the analysis of the destroyed sample.

Convicted adults — We propose the indefinite retention of DNA profiles of convicted adults in line with the
Consultation Paper. This would also apply to people who are given a caution, warning or reprimand.

Unconvicted Adults — In setting a proportionate retention period for the DNA profiles of unconvicted adults
which does not compromise public protection, we have taken account of the improved evidence base and
responses to the proposals in the original Consultation Paper. We propose a 6 year retention period for the
profiles of unconvicted adults irrespective of the seriousness of the crime for which they were arrested.
Although the ECtHR suggested that the seriousness of the alleged offence should be a factor in determining
what length of retention was proportionate, the best available evidence indicates that the type of offence

a person is first arrested for is not a good indicator of the seriousness of offence he might subsequently

be arrested for or convicted of in future. As the retention of the DNA of innocent people is not punitive
but rather a measure to facilitate the detection of future offences, the Government therefore concludes it is
appropriate to have a single retention period.

10. Juveniles — While the evidence base does not support shorter retention periods for juveniles, we have, in

11.

12.

setting a proportionate retention regime for juveniles, whether convicted, or unconvicted, given weight to the
comments in the ECtHR judgment on juveniles, and the United Nations Convention on the Rights of the
Child responses to the Consultation Paper.

Convicted Juveniles — We propose that the DNA profiles of convicted juveniles should be retained indefinitely
for serious offences, and for 5 years for the first minor offence, with indefinite retention for a second
conviction. This recognises that for many young people involvement in crime in their teenage years is often
an isolated and minor incident. However, we also recognise that, for some young people, involvement in
crime in their teenage years is a strong indicator of risk of further criminal activity into adulthood. We
believe, therefore, that a limited retention period for a single conviction, with indefinite retention in the case
of any further conviction, strikes the appropriate balance.

Unconvicted juveniles — we propose that, where 16- and 17-year-olds are arrested for but not subsequently
convicted of a serious offence, their DNA profile would be retained for 6 years (as for adults), taking
account of the ages at which peak offending occurs. For all other juveniles, we propose a 3 year retention
period for DNA of those who have been arrested but not convicted whatever the offence for which they
were arrested, and at whatever pre-18 age they were arrested at. This corrects a possible anomaly with the
original proposal, identified by consultation respondents, that an individual arrested at age 10 might have had
their DNA retained for 8 years, whereas someone arrested at age 17 might have had their DNA retained for
only 1 year. It also provides an appropriately more lenient approach to juveniles who are arrested but not
convicted, compared with those who do receive a conviction.
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14.

15.
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17.

Implementing the judgment and statutory framework for future retention

Fingerprints (Adult and Juveniles) — We propose that, in all cases, the same regime should apply to the retention
of fingerprints as for DNA profiles. The ECtHR judgment implied that fingerprints were a lesser intrusion
of privacy, but we are not aware of evidence which suggests we should propose a different retention policy.

Additional powers — In line with our aim to ensure that the right people are on the database our proposals

in this area will, as we set out in the May consultation document, include giving the police the power to

take fingerprints and non-intimate samples without consent from UK nationals or residents convicted of
specified serious offences abroad at any time; to remove the existing statutory bar (in the Criminal Evidence
(Amendment) Act 1997) on taking non-intimate samples from persons convicted of serious offences before
10 April 1995 who have been released from prison; and to give the police the power to take non-intimate
samples and fingerprints post-arrest where the initial sample has proved inadequate for analysis even though
a person is no longer in police detention.

Destruction of DINA and fingerprints profiles before the end of retention period — Currently, Chief Officers may
consider the exceptional destruction of DNA and fingerprints under the exceptional case procedure.

We propose to introduce greater transparency by setting out in statute more clearly defined criteria where
deletion would be appropriate. This should bring greater clarity to the public and also the police.

Governance — It is important that, in addition to putting in place the proportionate regime for the retention
of DNA and fingerprints set out above, we are also able to promote public confidence in the operation of
that regime. We therefore propose to strengthen governance arrangements by placing the national DNA
Database Strategy Board on a statutory footing and by introducing to it a wider independent membership.

Terrorism and National Security — material taken under any regime (including the Terrorism Act 2000,) would
be able to be retained beyond the 6-year point where there is a case for doing so on the basis of a case by
case review on national security grounds. This would require a review by a senior police officer every two
years — although data would be deleted if it became clear between reviews that its retention would no longer
be necessary. The policy for juveniles would be similar but would take account of the differential treatment
proposed for juveniles more generally.

13
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SUMMARY OF PROPOSALS
DNA Profile Retention Proposals

Occurrence

May 09 Consultation
Proposals

Revised Proposals

ADULT - Conviction — All Crimes Indefinite Indefinite
ADULT — Non Conviction — Serious Crime 12 Years 6 Years
ADULT - Non Conviction — Minor Crime 6 Years 6 Years
UNDER 18s — Conviction — Serious Crime Indefinite Indefinite

UNDER 18s — Conviction — Minor Crime

1st Conviction — Remove
at 18; 2nd - Indefinite

1st Conviction — 5 Years;
2nd — Indefinite

UNDER 18s — Non Conviction — Serious Crime

12 Years

3 Years (6 Years for
16/17-year-olds)

UNDER 18s — Non Conviction — Minor Crime

6 Years or 18, whichever
is sooner

3 Years

DNA Sample Retention Proposals

Occurrence Retention Period Revised Proposals
May 09 Consultation

All Cases 6 Months 6 Months

Fingerprint Retention Proposals

Occurrence May 09 Consultation Revised Proposals
Proposals

ADULT — Conviction — All Crimes Indefinite Indefinite

ADULT — Non Conviction — Serious Crime 12 Years 6 Years

ADULT — Non Conviction — Minor Crime 6 Years 6 Years

UNDER 18s — Conviction — Serious Crime Indefinite Indefinite

UNDER 18s — Conviction — Minor Crime

1st Conviction — Remove at
18; 2nd — Indefinite

1st Conviction — 5 Years;
2nd — Indefinite

is sooner

UNDER 18s — Non Conviction — Serious Crime 12 Years 3 Years (6 Years for
16/17-year-olds)
UNDER 18s — Non Conviction — Minor Crime 6 Years or 18, whichever 3 Years




Additional Power Proposals

® UK Nationals convicted abroad — power to take
DNA & fingerprints on their return to the UK

e Historic UK convictions — power to take DNA &
fingerprints where not held;

® Those on police bail — power to take DNA &
fingerprints where not held

® Inorder to deter/deal with potential defence
challenges at court where a sample has been
destroyed, we propose a power to retake samples
following such a challenge.

Governance Proposals

¢ Wider independent membership of the DNA
Strategy Board.

Exceptional Case Procedure/Appeal Proposals

® More cleatly defined categories where deletion under
the Exceptional Case Procedure would be
appropriate

® Appeals against Chief Constables decisions under
the Exceptional Case Procedure decisions to be
heard at a Magistrates Court. Applicant to pay
standard Magistrates’ Court civil case fee of £200
on application.

National Security/Terrorism Related Material

® DPosition yet to be finalised

List of Respondents
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